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Security and Cloud Consultant
Security and cloud architecture consultant with a proven record delivering enterprise-grade architecture, secure digital transformation, and cloud governance across the finance, healthcare, retail, and government sectors. Specialize in modernizing legacy systems, executing secure Azure and AWS migrations, and implementing identity and access management (IAM), compliance, and risk-mitigation strategies. Trusted advisor to CIOs, CISOs, and enterprise stakeholders, designing, assessing, and enforcing security-first cloud architectures and DevSecOps pipelines. Equally effective leading enterprise transformation programs or embedding in fast-moving contracts to troubleshoot and deliver hands-on. Work independently or with distributed teams, providing full-cycle consulting from roadmap to implementation under Corp-to-Corp (C2C) or remote engagements. Open to short- and long-term projects across cloud security, architecture, compliance, modernization, and development.
· Extensive experience providing cloud security, architecture, migration, and identity and access management (IAM) consulting to companies including Santander Bank, F5 Security, Publix Supermarkets, and Walmart.
· Ability to lead full-scale security projects backed by $2M insurance coverage, ensuring enterprise-grade assurance and accountability.
· Multilingual (English and Arabic) with exceptional analytical, problem-solving, relationship-building, and decision-making skills.
CORE COMPETENCIES
[bookmark: _Hlk168130357]Cloud Security Architecture | Identity & Access Management | Cloud Migrations & Landing Zone Design | Federated Identity & SSO
Agile/Scrum-Based Solution Delivery | Azure Policy, Blueprints & Security Baselines | Microservices & Cloud-Native Application Architecture
Infrastructure as Code (IaC) – ARM, PowerShell, Terraform | Zero Trust & Data Protection Strategies | Security Assessments & Gap Analysis
Compliance & Regulatory Frameworks | Enterprise Governance & Risk Management | DevSecOps & Secure CI/CD Pipelines
Application Modernization & Legacy System Re-architecture | Executive Security Advisory & C-Level Consulting
TECHNICAL SKILLS
· Languages: C#, VB.NET, XML, UML
· .NET Technologies: ASP.NET, MVC 5/6, WCF, Web API, WinForms, Web/Windows Services, WPF, OData, Data Services
· UI Frameworks: AngularJS, jQuery, Bootstrap, JSON, AJAX, UI-Router
· Testing Tools: Fakes, xUnit, Rhino Mocks, Moq, MbUnit, NUnit, Telerik, NCover, MSTest
· Tools & Utilities: Unity 3/4, Unity Interception, Entity Framework 6/7, Enterprise Library, AppFabric, OWIN, RapTier, ReSharper, Veracode, MongoDB (NoSQL strategies)
· Software Management Methodologies: Waterfall, Bottom-Up, Lean, Agile, Scrum, Kanban, OOSE, RAD
· Design Patterns: Singleton, Factory Method, Prototype, Object Pool, Null Object, Strategy, Template Method, Façade, Repository, Visitor, Flyweight, Command, Chain of Responsibility, Builder, Bridge, Decorator, Adapter, MVVM, MVC
· Cloud: Azure Web Apps, Microservices, Service Fabric, Azure Active Directory (AAD), Azure Key Vault (AKV), Application Insights, MOMS (Microsoft Operations Management Suite), Azure Functions, Azure IoT, Cognitive Services, Bot Framework, Azure & AWS (Database, Storage, Architecture), Availability Zones (AZ), VPC, VNet, Security, Firewalls.
· AI Strategy & Agentic Ecosystems: Enterprise AI Governance, Autonomous Agent Orchestration, 11-Stage AI-Managed SDLC Pipelines, Local LLM Inference Architecture (DeepSeek, Qwen), High-Availability AI Proxies, Post-Quantum Cryptography (PQC) Readiness, and Zero-Knowledge AI Frameworks.
· AI Platforms & Infrastructure: Architected and deployed a multi-initiative sovereign AI portfolio including Aegis365 (Enterprise-grade Multi-tier AI Firewall & Security Proxy) and Blueprint365 (AI-driven Pipeline Orchestrator). Engineered BrainNest365 (Personal Knowledge Base) and CodeNest365 (Visual Studio extension for local models) to ensure secure, multi-model remote access. Orchestrated large-scale, vendor-independent codebase and document indexing leveraging specialized NVIDIA VNG100 Blackwell hardware.
· AI Data Architecture & Tooling: Advanced Vector Search Optimization, Local GraphRAG Knowledge Indexing, Qdrant Vector Databases, Hybrid RAG Implementation, Aider Agentic Workflows, Semantic Search Integration, and End-to-End Encryption (E2EE) for secure AI data pipelines.
PROFESSIONAL EXPERIENCE
365Architect – Glenside, PA
CEO | 2021 to Present
Provided cloud security, architecture, migration, and identity and access management (IAM) consulting services to major clients including Santander Bank, F5 Security, Publix Supermarkets, and Walmart, while supporting secure digital transformation across diverse sectors such as finance, retail, and healthcare. Directed digital transformation initiatives involving legacy system modernization, data/code migration, re-architecting, and establishing resilient policies for governance, DR, and business continuity. Led strategic collaboration with CIOs, CISOs, BISOs, and Risk Officers to evaluate security risks, manage compliance, and drive organizational alignment on cloud strategy and architecture. Served as a trusted SME across multiple business units and enterprise entities, guiding technical teams, project managers, and security leads on cloud security, architecture, and solution delivery. Engineered and deployed Azure Policy, Blueprints, Baselines, and custom security controls to enforce enterprise governance, meet compliance standards, and maintain secure cloud posture.
Directed a portfolio of cutting-edge enterprise AI products and privacy solutions, architecting sovereign, zero-knowledge ecosystems from the ground up. Oversaw the end-to-end engineering, infrastructure procurement, and strategic deployment of six concurrent AI and security initiatives.
· Directed the enterprise strategy and physical deployment of a sovereign AI infrastructure, leveraging specialized NVIDIA VNG100 Blackwell compute to establish a strictly on-premises, zero-knowledge AI ecosystem.
· Eliminated third-party vendor dependency and secured proprietary intellectual property by architecting a localized, hybrid-RAG knowledge indexing pipeline (utilizing DeepSeek-Coder-V2 and autonomous agentic workflows), establishing a highly secure environment for real-time code refactoring.
· Engineered the Aegis365 AI Security Proxy, designing a multi-tier governance firewall to secure enterprise AI workloads and enforce strict data sovereignty.
· Architected Blueprint365, an 11-stage software development lifecycle orchestrator managed entirely by autonomous AI agents, dramatically accelerating time-to-market.
· Drove a 60% reduction in architectural discovery time by orchestrating large-scale codebase and document indexing across BrainNest365 and CodeNest365, securely bridging local LLM inference with Visual Studio.
· Led the enterprise refactoring of NestVault365, integrating zero-knowledge architecture, client-side encryption, and strict digital privacy compliance frameworks to meet advanced enterprise market demands.
· Led large-scale Azure and AWS migrations spanning networking, IAM, governance, and monitoring, aligned to cloud Well-Architected Framework standards.
· Designed and implemented enterprise-level security baselines and standards tailored to application categorization, ensuring secure migration and ongoing compliance across public and private cloud environments.
· Conducted Security Solution Plans (SSP), Security Risk & Compliance Reviews (SRCR), and Information Security Architecture Reviews (ISAR) to identify gaps and align with regulatory frameworks and internal standards.
· Engineered and deployed a suite of enterprise AI capabilities—spanning advanced semantic search, automated anomaly detection, and data classification—integrating them directly into clients’ risk and governance frameworks.
· Architected secure, multi-layered API integrations bridging on-premises infrastructure with hybrid cloud AI resources (Azure AI, Gemini embeddings, ML.NET), establishing strict data sovereignty controls while automating complex compliance and security operations.
· Implemented Microsoft Office 365 and Azure AD P2 features, including PIM, PAM, Access Packages, Rights Management, and Azure Information Protection to enhance identity security and access governance.
· Developed and executed enterprise-wide gap analyses across frameworks such as CSA CCM, ISO, and NIST to provide detailed attestation and remediation guidance for cloud security compliance.
· Built and validated cloud security architectures and performed assurance, assessment, and attestation of cloud-native and hybrid applications prior to production rollout.
· Deployed AWS Organizations, enforced organizational units and policies, and integrated with Azure Active Directory to unify security, access control, and governance across cloud platforms.
· Implemented M365 Security & Compliance Center features and Azure Information Protection Scanner to enhance content classification, data loss prevention, and regulatory compliance.
· Established data governance and retention policies, implemented tagging strategies, and built compliance dashboards to support privacy frameworks and audit readiness.
· Automated infrastructure and compliance enforcement using PowerShell scripting, while supporting rapid root cause analysis and implementing preventative controls based on problem management best practices.
Infosys – Bentonville, AR
Senior Architect (Director-level) / Principal Architect | 2019 to 2021
Led a 55+ member cross-functional team of developers, architects, and leads focused on overseeing talent acquisition, interviewing, and hiring to strengthen project delivery across the Infosys vertical. Developed and delivered strategic architecture proposals for global clients aimed at aligning innovative technical solutions with business goals and budget frameworks to drive successful digital transformations. Prepared and negotiated customer proposals and budget estimates to influence multi-million-dollar engagements through precise planning and value-driven solutions. Partnered with senior client stakeholders to define business strategies and translate them into actionable technical roadmaps and enterprise architecture plans, directly shaping organizational transformation. Liaised with technology leaders to design and implement defense-in-depth security architectures across infrastructure layers—host, network, application, and data for sustainable protection and compliance.
· Spearheaded the rescue and transformation of a multibillion-dollar platform by re-architecting its integration layer with cloud-native, event-driven, and microservices-based solutions, significantly enhancing scalability and system resilience.
· Architected and modernized multiple enterprise systems by leveraging cloud design patterns, microservices architecture, multithreading, and automation to optimize performance and eliminate operational bottlenecks.
· Enhanced system observability and reliability by implementing advanced monitoring, automated processes, and proactive failure detection, ensuring high system availability and stability.
· Managed large-scale, cross-functional security initiatives across healthcare and pharmaceutical domains in collaboration with compliance teams (including HIPAA auditors) to remediate vulnerabilities and ensure regulatory adherence.
· Served as an enterprise-level technical decision-maker and strategic planner, advising executive leadership on technical governance while mentoring teams and contributing to firm-wide growth through knowledge sharing.
· Led 9 Agile Scrum teams in end-to-end modernization of pharmaceutical systems, while overseeing quality, budget, and delivery coordination as well as addressing domain-specific challenges unique to healthcare and pharma.
· Proposed and architected a cloud-native digital transformation for Walmart’s pharmaceutical division by leveraging Java and microservices to enable agile, scalable, and resilient operations.
Consultant – Principal Identity Services Architect | 2018 to 2019
Provided specialized security consulting to major financial institutions with special emphasis on delivering end-to-end solutions for identity management, OAuth2.0/OIDC, and federated authentication, including training, code reviews, and best practice implementation. Created the technical roadmap and collaborated with senior leadership to define and execute a modern cloud strategy to reorganize system architecture, technical standards, and development guidelines.
· Led the development of a centralized Federated Identity platform, integrating with Okta, Auth0, Azure AD, Google, and social providers to support internal and client-facing applications across hybrid environments.
· Migrated legacy identity systems to cloud-based AAD and implemented hybrid identity, SSO, multi-factor authentication, and federated access using PingFederate, CA SiteMinder, and Microsoft ADFS.
· Built full CI/CD pipelines and facilitated Agile sprints, delivered features iteratively, and drove cloud-native application modernization using microservices and Azure best practices.
· Automated infrastructure deployment using PowerShell and Azure Resource Manager (ARM) templates, which enabled Infrastructure as Code (IaC) and streamlining repeatable, secure cloud provisioning.
SICOM – Lansdale, PA
Chief Architect, SVP | 2016 to 2018
Managed and scaled a 25+ member development team, leading talent acquisition, hiring, and team-building initiatives to drive high-performance culture and project delivery excellence. Championed leadership and team growth initiatives, while fostering collaboration and mentoring to enhance productivity and team cohesion across cross-functional engineering teams. Led multiple concurrent projects and managed distributed onshore and offshore teams, delivering high-impact solutions under tight deadlines within SICOM’s high-revenue R&D department. Expanded the company’s technical capabilities by introducing robust, partner-friendly architectures that enabled smoother integration and faster time-to-market for new services. Collaborated with internal network security teams and third-party auditors (CoalFire) to successfully achieve PCI-DSS certification, preparing systems for secure production deployment.
· Pioneered the development of a microservices-based integration platform connecting 37+ POS payment devices, which reduced integration timelines from 5–6 months per device to weeks.
· Architected and delivered an event-driven, domain-driven design (DDD) platform ensuring modularity, rapid deployment, and long-term maintainability of payment system integrations.
· Implemented SICOM’s flagship E-Payment system and foundational framework (Sicom.Framework), which enabled seamless integration with global payment gateways and doubled company profits through expanded market reach.
· Modernized legacy systems by applying design patterns and architectural best practices, improving maintainability, scalability, and flexibility.
· Established and standardized a C# development environment within a historically Linux/Mac ecosystem, redefining architectural and coding standards for consistency, efficiency, and code quality.
· Created and enforced enterprise-level security frameworks in .NET 4.5, leveraging encryption, hashing, and signing to secure payment, loyalty, and taxation modules in accordance with PCI and PA-DSS standards.
· Identified and remediated critical security vulnerabilities across legacy systems and implemented advanced mechanisms such as Digest Authentication, asymmetric encryption, and digital signatures for data integrity and confidentiality.
NIH/NIAID – Rockville MD
Security Architecture / Principal Architect | 2015 to 2016
Led a team of 15 developers, established groundbreaking development standards and best practices, facilitated Scrum sprints, and oversaw planning, releases, and code quality to ensure timely and high-quality delivery. Championed the adoption of Azure cloud and NoSQL technologies, modernized application design, and expanded architectural flexibility to better meet client-specific requirements and scalability goals.
· Architected and implemented enterprise-grade RESTful APIs—secure, feature-rich, and Level 3 mature—consumed by AngularJS/HTML5 frontends, delivering exceptional performance and zero vulnerabilities in the first security scan, an unprecedented milestone in a security-focused organization.
· Envisioned and executed a strategic architecture roadmap aligned with TOGAF, built scalable organizational capabilities, and drove adoption of reusable components, cloud-native technologies, and customer-centric solutions.
· Pioneered security-first development by educating security teams on modern auditing principles (Who, What, Where, When & Why), influencing lasting change in software audit practices and improving organizational security posture.
· Introduced and implemented DevOps practices, automated deployment pipelines, and streamlined software development lifecycle processes to improve speed, consistency, and operational efficiency.
Deloitte – Camp Hill, PA
Microsoft Architect | 2013 to 2015
Owned end-to-end security architecture for all enterprise applications and delivered reusable frameworks and components like SiteMinder emulators, HTTP modules, policy-based authentication, and cross-team security policies to streamline secure development. Resolved complex authentication challenges using innovative solutions involving HTTP headers, custom security policies, and modular configuration-based mechanisms to support scalable and secure application growth.
· Developed a robust Fine-Grained Access (FGA) security framework built on WIF and the Enterprise Library (VAB), which enabled identity- and claims-based authentication and authorization across all .NET application types, including web, console, MVC, and services, with full request auditing and multi-layer protection.
· Developed a SiteMinder simulator for local development that allowed developers to test authentication flows without external dependencies, improved developer productivity, and minimized integration friction.
· Engineered enterprise-level crosscutting concerns, including caching, exception handling, and logging using Unity and Microsoft Enterprise Library, which resulted in optimizing system reliability, maintainability, and observability.
· Modernized and optimized key applications using MVC5, Web API, and HTML5, which increased performance, usability, and engineering efficiency across mission-critical business platforms.
· Led the architectural design and implementation of enterprise tools such as WCF Watchers, Corticon Wrappers, and multi-profile simulators that solved integration issues/conflicts and streamlined service orchestration.
· Drove engineering excellence by mentoring developers, performing in-depth code reviews, generating reusable code via CodeDom and T4 templates, and formalizing solutions with EA UML to improve delivery quality and standardization.
EDUCATION & CREDENTIALS
M.S. in Project Management; Coursework completed toward M.S. in Information Systems Management | Keller University
B.S. in Electrical Engineering (Electronics) | Tishreen University
SELECTED CERTIFICATIONS
Cloud & Security
· AWS Certified Solutions Architect – Associate | AWS Certified Solutions Architect – Professional | AWS Certified Security – Specialty
· Microsoft Certified: Azure Security Engineer Associate | Microsoft Certified: Cybersecurity Architect Expert | ITIL Foundation v3
· Cloud Security Alliance: CCSK (Certificate of Cloud Security Knowledge) | CISM (Certified Information Security Manager)
Microsoft Azure & Cloud
· Microsoft Certified: Azure Solutions Architect Expert | Microsoft Certified: Azure AI Engineer Associate
· Microsoft Certified: Azure IoT Developer – Specialty | Microsoft Certified: Azure Data Fundamentals
· Microsoft Certified: Azure Cosmos DB Developer – Specialty | Microsoft Certified: Security, Compliance, and Identity Fundamentals
Microsoft Data & Power Platform
· Microsoft Certified: Fabric Analytics Engineer Associate | Microsoft Certified: Power Platform Functional Consultant Associate
Microsoft Development Certifications
· Microsoft Certified: DevOps Engineer Expert | Microsoft Certified Technology Specialist: .NET Framework 4, Data Access
· Microsoft Specialist: Programming in HTML5 with JavaScript and CSS3 | Microsoft Certified Solutions Developer (Web Applications)
· Microsoft Certified Technology Specialist: .NET Framework 4, Service Communication | Microsoft Certified Professional (MCP)
Architecture & Project Management
· TOGAF 9.1 Certified | PMP (Project Management Professional), PMI (ID: 1869039)
· Scrum Product Owner Certified (SPOC#81033) | Scrum Master Certified (SMC#66889)
Additional Certifications
· Infosys Certified Snowflake Professional – Basic | CompTIA IT Project+ | OCUP Intermediate (OMG Certified UML Professional)

